Optimist Club of Herndon

Statement of Policy


1. Policy Name: Personally Identifiable Information (PII) Handling and Non-Disclosure
2. Policy Effective Date:
March 1, 2011

Revised January 20, 2013
Revised February 10, 2017

Revised October 14, 2017
3. Policy Review Date (or “None”): Annually

4. Policy Expiration Date (or “None”): None

5. Policy Purpose/Objectives: 

The purpose of this policy is to ensure that Optimist Club of Herndon Boards/programs implement procedures with their volunteers and Board members to protect member, player/participant, parent/guardian, volunteer, game official, and scorekeeper Personally Identifiable Information (PII).

6. Persons/Programs to Which the Policy Applies:

a. This policy applies to all Optimist Club of Herndon Boards/programs.

b. This policy applies to Optimist Club of Herndon volunteers and Board members.

c. This policy covers PII of Optimist Club of Herndon members, players/participants, parents/guardians, volunteers, game officials, and scorekeepers.

7. Requirements to Satisfy the Policy:

This policy can be satisfied by implementing (a) and (b) below:

a. The Board/program incorporates the Optimist Club of Herndon-provided PII agreement, policy statement, Fairfax County information release and photographic image posting declarations into its online registration program(s). 

b. The Board/program maintains a record of violations of the PII agreement, including the identification of the person, the date(s) and scope of the incident(s), the specific action(s) that violated the PII agreement, and what action(s) the board/management committee took to address the violation(s) and inform persons affected by the violation(s).

8. Assistance/Resources Provided to Execute the Policy:

a. The Optimist Club of Herndon will provide standard language for a PII agreement, policy statement, and Fairfax County information release and photographic image posting declarations which can be integrated into the registration forms and program descriptions implemented in the Optimist Club of Herndon’s program registration/management system.

b. A member of the Optimist Club of Herndon Board of Directors, or another program’s representative, will be made available to provide training and assistance on how to implement a PII agreement, policy statement, and Fairfax County information release and photographic image posting declarations in the Optimist Club of Herndon’s program registration/management system.

9. Policy Implementation:

a. By July 1, 2017, all Optimist Club of Herndon Boards/programs must have the PII agreement, policy statement, and Fairfax County information release and photographic image posting declarations included in their member/volunteer registration forms.

b. If there is a violation of the PII agreement by an Optimist Club of Herndon volunteer or Board member, a memo/email must be sent within three (3) days via email/memo to the Optimist Club of Herndon Board of Directors identifying the person, the date(s) and scope of the incident(s), the specific action(s) that violated the PII agreement, and what action(s) the Board/management committee took to address the violation(s) and inform persons affected by the violation(s).

10. Consequences of Failure to Follow the Policy:

a. If an Optimist Club of Herndon Board/program is found to not be in compliance with this policy, the Optimist Club of Herndon Board of Directors will send an email/memo to the Commissioner, President, and/or program board/management committee identifying the problem, the corrective action(s) to be taken, and the timeframe for executing the corrective action.

b. If the Commissioner, President, and/or program board/management committee does not execute the corrective action(s) within the specified timeframe, the Optimist Club of Herndon Board of Directors will suspend the Board/program’s access to the registration/management system until a meeting with the Optimist Club of Herndon Board of Directors takes place and corrective actions are taken.

Optimist Club of Herndon Personally Identifiable Information (PII) Handling and Non-Disclosure Policy Statement <include in all registrations>
The Optimist Club of Herndon makes every effort to protect Personally Identifiable Information (PII) collected as part of its member/participant registration programs. Our PII Handling and Non-Disclosure Policy is available on our website (www.herndonoptimist.org) under “Club Documents and Forms”.
Fairfax County Information Release Declaration <include in player registrations>
To comply with Fairfax County field/gym use and scholarship policies, we are required to provide participant registration information to the Fairfax County Department of Neighborhood and Community Services (NCS). Once NCS receives this information, it becomes public record and as such may be released under the Virginia Freedom of Information Act (FOIA) unless the parent/guardian specifically requests that this information not be released. Please select either:

"No", I do NOT grant NCS permission to release my child's registration information 

-- OR -- 

"Yes", I do grant NCS permission to release my child's registration information.

Photographic Image Posting Declaration <include in all registrations>
Does the [<participant's parent/guardian> or <participant>] give permission to post photographic images containing the participant on our <sports league> website and social media pages? <provide “Yes” and “No” options>
Optimist Club of Herndon Personally Identifiable Information (PII) Handling and Non-Disclosure Agreement <include in all volunteer registrations>
In the course of my volunteer or Board member activities with the Optimist Club of Herndon, I may have access to Personally Identifiable Information (PII) for a member, player/participant, parent/guardian, volunteer, game official, and/or scorekeeper. PII is “Information which can be used to distinguish or trace an individual's identity, such as their name, social security number, biometric records, etc. alone, or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden name, etc.” (OMB Memorandum M-07-16, May 22, 2007). Examples of PII are:

· Name, such as first, middle, and last name and nickname 

· Personal identification number, such as Social Security Number (SSN), passport number, driver‘s license number, taxpayer identification number, financial account or credit card number 

· Address information, such as street address or email address 

· Telephone numbers, including mobile, business, and home phone numbers 

· Personal characteristics, including photographic image (especially of face or other distinguishing characteristic)

· Information about an individual that is linked or linkable to one of the above (e.g., date of birth, weight, height, participation/registration in sports activities, health insurance information, medical information, education information, financial assistance information, and criminal history information)

As an Optimist Club of Herndon volunteer or Board member, I agree to the following handling and protection of PII:

· I will protect PII in my possession from unauthorized access by storing the PII information in a secure location accessible by only myself.
· I will protect PII system user IDs/passwords from unauthorized use by:

· not sharing with others system user IDs/passwords issued to me,

· not allowing others to access the system once I have logged on to the system, and

· ensuring that I have logged off the system before leaving my computer unattended.

· I will not disclose PII to anyone outside of the Optimist Club of Herndon:

· without the expressed permission from a majority of members of the Optimist Club of Herndon Board of Directors, or 

· other than as documented in an Optimist Club of Herndon, sports organization governing body, or Fairfax County policy or procedure.

· I will not make use of PII unless needed to perform my assigned Optimist Club of Herndon volunteer or Board member activities/duties.

· I will destroy or return to the Optimist Club of Herndon all PII in my possession once I am no longer an Optimist Club of Herndon volunteer or Board member, or when no longer needed to perform my activities/duties.
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